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Chwong trinh Héi thao trwe tuyén

m Thei gian Tiéu dé phién Giang vién

09:00 09:15 15 Gidi thiéu vé& hoithao truc tuyén Michael Barton
09:15 09:40 25 Céac mbide doa an ninh mang + Héi dap Michael Barton
09:40 10:00 20 Thao luan v& cac mbide doa tai Viet Nam Michael Barton
10:00 10:30 30 Xay dwng chinh sach an ninh mang + Héi dap Michael Barton

Bao matdwa trén néntdng dam may/ ké hoach +

10:30 10:50 20 R Michael Barton
Haéidap
10:50 11:30 40 D) PO EE (?ong cu pho,ng N SO i Michael Barton
ninh mang cua RMIT
11:30 11:50 20 Dién gia khach moi tir doanh nghiép Nguyén Quéc Cudng
11:50 12:00 10 Két luan va Két thuc Michael Barton
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GIAO DUC NHAN VIEN VA NGU'OT DUNG VE RUI RO VA MOI NGUY

Bang cach danh gia doanh nghiép cua ban dang str dung CNTT nhw
thé nao, ban cé the:

« hiéu va xac dinh dwoc loai rdi ro CNTT
« hiéu tac déng cua rii ro déi v&i doanh nghiép cutia ban
« quan ly rti ro bang cach str dung chinh sach, quy trinh hién c6

« tién hanh dao tao nhan vién thuwdng xuyén dé giam thiéu rdi ro tir cac moi
de doa tiéem an.
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1. CAC CHU BE CHINH TRONG PAO TAO NHAN VIEN

Chu dé dao tao phai phu hep v&i chinh sach bao mat ngwéi dung cudi cia ban. Cac chu dé chinh, quan trong v&i nhan
vién bao gom:

«  Lwa chon matkhiu manh

«  Tranh nhép vao lién két hodc mé tép dinh kém trong email dang ngé hay email rac

* Phat hién email gia mao, Itra dao

«  Khong bao gi¢» tra I&i email yéu cau cung cép thong tin ca nhan, tai chinh va mat khau
«  Dia diém va cach thirc Iwu triv thong tin nhay cadm

«  Tranh s dung lai mat khiu hodc chia sé tai khoan nguwdi dung khéng an toan

«  Pam bao an toan cho thiét bi

«  Phan héi v&i sy cd bao mat hodc ro ri dir liéu thuwe t& hodc dang ngo.
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2. CHINH SACH AN NINH MANG

. Xay dwng chinh sach an ninh mang danh cho nhan vién, két hop v&i hoat déng dao tao, cé thé ting cworng

bao vé cho hé thng may tinh tai noi lam viéc cia ban hon bat ky phan mém don 1é nao.

. Chinh sach nén hwéng dan nhan vién vatinh nguyén vién str dung phu hop internet va cac céng nghé truyén
thong khac, bao gém cac chu dé nhw:
. muc dich st dung email va internet dwoc chap nhan
¢ cachthwc xtr ly di¥ liéu nhay cam
< dam bao thiét bj an toan
«  cachthc str dung internet an toan
. bién phap can thwc hién khi lam viéc ngoai noi lam viéc chinh thirc.
«  Ban nén gidi thich chinh sach cho nhan vién ma&i va huwéng dan ho cach st dung cdng nghé an toan.
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XAY DUNG CHINH SACH AN NINH MANG

Néu chwa c6 chinh sach an ninh mang,
doanh nghiép cta ban dé tr& thanh déi twong
bi tAn céng mang.

Xay dwng chinh sach an ninh mang dé bao vé
doanh nghiép va lap ké hoach bién phap

phan hdi néu xay ra sw cd.
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CHINH SACH AN NINH MANG LA GI?

+  tai san céng nghé va théng tin ma ban mong muédn béo vé

«  mbi de doa dbi v&i nhirng tai san do

« quy téc va bién phap kiém soat dé bdo vé tai san va doanh nghiép ctaban
+ loai théng tin kinh doanh cé thé dwoc chia sé va chia sé & dau

« muc dich st dung thiét bj va ndi dung trwc tuyén phu hop

e xtly va lwu trlr di¥ liéu nhay cam

Khixay dwng chinh sach an ninhmang,lwuy cac bwéc sau...
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1. XAC DINH YEU CAU MAT KHAU

. Chinh sach an ninh mang can lam ré:
«  yé&u ciuvé cum matkhau manh
« cachthrc lwu trir cum mat khau chinh xac
«  tan suét cap nhat cum matkhau

« tim quan trong cua viéc lap cum mat khau riéng biét cho
cac lan dang nhap khac nhau

Username

NN NN

Remember Me [[] Forgot Passwo
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2. XAC BINH BIEN PHAP BAO MAT EMAIL

«  Bao gém hwéng dan:

+  khi nao c6 thé chia sé dia chi email cong viéc ctia ban

* chimé tép dinh kem email ttr cac dia chilién hé va doanh nghiép dang tin cay
e chan thw rac va email Itra dao

* xac dinh, xda va bao cao cac email dang ngo:.
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3. SU DUNG EMAIL AN TOAN

«  Mbétsb quy tac don gian dé mé email mot cach an toan:

«  Than trong khi nhan dwoc email yéu cau cung cAp mat khau, thong tin d&ng nhap hodc thong tin ca nhan (dac biét 1a théng tin ngan
hang!)

«  Kiém tra xem dia chi email cGia nguwéi glri c6 dang tin cay hay khong

«  Chimé tép dinh kém ho&c nhap vao lién két tir ngwdi glri ma ban biét

« Néu khoéng chac chan, hay yéu cau tro giup

+  Biétrd ai la nguoi hé trg CNTT trong trworng ho'p khén cép

+  Email khong thuc sw 1a kénh phu hop dé givi thong tin nhay cam va trong trweorng hop moét sé thong tin khac
> vidu: khi xt ly H6 so sinh vién — ban bat budc phai st dung hé théng nhan tin bado mat.
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4. GIAI THICH CACH XU LY DU LIEU NHAY CAM

«  Liénquan dén xt ly di¥ liéu nhay cam, can xac dinh ré:

+  khi ndo nhan vién c6thé chia sé di¥ liéu nhay cam v&i ngudi khac

«  céachthirc lwu trir hd so ban gidy c6 di¥ liéu nhay cdm, chang han nhuw trong phong hodc ngén kéo cé khda
* cachthirc xac dinh di¥ liéu nhay cam

« céach thirc hiy di¥ liéu nhay cam khi khédng con can thiét
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5. XAC PINH QUY TAC VE SU DUNG CONG NGHE

«  Cac quy tac vé str dung cong nghé nén bao gom:

« dia diém ma nhan vién c6 thé st dung thiét bi cGa ho, chdng han nhw st dung may tinh xach tay khi khéng & noi lam viéc
« cachthirc cét gilr thiét bj khi khéng str dung

« cachthirc bao cao khi thiét bi lam viéc bi mat trom

«+ cachthirc ban cap nhat hé thdng, bao gdm ban va 16i va ban cap nhat bd loc thu rac, sé dwoc trién khai cho cac thiét bi ctia nhan
Vién

+  khi ndo nén tat may tinh va thiét bj di dong néu khong s dung

+  yéu caukhéa man hinh khi may tinh va thiét bi khéng cé ngudi st dung

« cachthrc bdo vé di¥ lieu dwoc lwu trir trén cac thiét bi nhw thé nhé USB

+ quy dinh han ché vé viéc str dung thiét bj di ddng dé tranh trwd'ng ho'p phan mém doéc hai dwoc cai dat 1én thiét bi

+  y&u ciu quét vi-rut déi véi tat ca cac thiét bi di dong trudre khi két ndi thiét bi véi hé thdng tai té chirc ctia ban
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6. XAC DPINH TIEU CHUAN VE TRUY CAP MANG XA HOI VA
INTERNET

Tiéu chuan vé truy cap mang xa hdi va internet cé thé bao gom:
thong tin nao ctia doanh nghiép c6 thé chia sé trén cac kénh truyén théng xa hoi
nhan vién c6 thé truy cap vao noi dung gi ban tai khoan email cong viéc ctia ho

hwéng dan vé nhirng trang web va kénh truyén théng xa hoi phi hop ma nhan vién cé thé truy cap trong gi®» 1am viéc
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7. CHUAN BI PHAN HOI Su CO

+  Néuxay ra sy c6 an ninh mang, ban nén giam thiéu tac dong va phuc héi hoat déng ctia hé théng cang sém cang tét. Ban
can xem xét:

+ céachthirc phan héi v&i sy cd an ninh mang
+ hanh déng can thwc hién

+ vai tro va trach nhiém cla nhan vién khi phan hdi véi mét cude tAn céng mang
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LAP KE HOACH PHAN HOI SU CO AN NINH MANG

Chuén bi va ngan ngira
Giup t6 chirc va nhan vién cutia ban sén sang x{ ly cac sw ¢ an ninh mang.

Xay dyng chinh sach, quy trinh dé gitip nhan vién hiéu rd cach thire ngan chan mét cude tan cong va xac dinh cac sy cd
tiém an.

Xac dinh nhirng tai san quan trong déi véi t6 chirc ctia ban — tai san tai chinh, théng tin va céng nghé.
Xem xét rti ro dbi v&i nhivng tai san nay va cac bwéc ban can thuwc hién dé giam thiéu tac dong cla sw cb.

Xac dinh r6 vai trd va trach nhiém dé mdi ngudi biét rd phai bao cao cho ai néu xay ra sw cb va phai lam gi tiép theo.
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LAP KE HOACH PHAN HOI SU CO AN NINH MANG
«  Kiémtrava phat hién

-+ Kiémtrava xac dinh cac hoat dong bat thwéng, c6 thé pha héng théng tin va hé théng dir liéu tai td chirc cua ban. Hoat
dong bat thwérng c6 thé bao gom:

«  khong thé truy cap tai khoan va hé théng mang

« matkhéu khong hoat dong

« di liéu bi thiéu ho&c thay doi

« b clrng hét dung lvong

« may tinh lién tuc gap sw cd

» khach hang nhan duwoc thw rac ti tai khoan doanh nghiép ctia ban

« ban nhan dwoc nhiéu quang cao bat Ién
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LAP KE HOACH PHAN HOI SU CO AN NINH MANG

. Xac dinh vadanh gia
«  Tim hiéu nguyén nhan ban dau ctia sy cb va danh gia tac dong dé ban cé thé nhanh chéng kiém soéat sw cé.
+  Xac dinh tac dong cuia sw cb ddi véi tb chirc cha ban.

«  Xac dinh anh hwéng cla sw cb ddi voi td chirc va tai san ctia ban néu khong duwoc kiém soat ngay lap tirc.

U
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LAP KE HOACH PHAN HOI SU CO AN NINH MANG

. Phan héi

+  Han ché murc do thiét hai cla s c¢b an ninh mang bang cach tach riéng céc hé théng bi anh hwéng. Néu can thiét, hay ngét két nbi
mang va tat may tinh ctia ban dé ngan ngira moi de doa lay lan.

«  Kiém soat méi de doa.

+  Phuc hdi sau sy cé bang cach stra chiva va khdi phuc hé théng tré vé mirc hoat déng binh thuwdng.
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LAP KE HOACH PHAN HOI Sy CO AN NINH MANG
banh gia
Xac dinh, thuc hién nhirng cai tién can thiét véi hé théng va quy trinh clia tb chire.
Danh gia sy cd trwde va sau khi phat hién cling nhw bai hoc kinh nghiém.

Cap nhat ké hoach phan hdi s cb an ninh mang dwa trén bai hoc kinh nghiém dé cé thé ting cwérng néng Iwc phan hdi trong td
chuece.

INCIDEN TRESPQ NSE
(2 ) ’}"‘
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8. CAP NHAT CHINH SACH THUONG XUYEN

Ban nén xay dyng, danh gia va cap nhat chinh sach an ninh mang mét cach thwdng xuyén.
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PIEN HINH TU”:

* Uber
* Target
¢ SolarWinds
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inceptus

STEP 1:
@erresccscnssancnch
DON'T PANIC

A cyber attack can certainly be classified &

disaster scenario, and a clear mind is needed to

’ ~ navigate 3 sohution Om!‘rn and your team adopt

2 problem-solving atitu you will be able to

DON'T respond to the breach in 3 logical And organized
PANIC | way.

Call Inceptus at (235) 673-8130 for any assstance.

STEP 4: S S
SE P ERS

process.

salution, it will not help to fix the damage

‘llllllll'l.l..

If your organization does not have backup servers,
avold the temptation to switch off your servers and
workstanons. Whde this may seem 1o be 3 viable

STEP 2:

DO NOT PAY A RANSOM

O]

STEP3; Wevessasnssnasnnnnnnnnns

Incident Response Cheat Sheet

1if a cyber attacker demands a ransom, it may be

tempting and easier 1o pay it to regain control of

r network, but often tumes, It may lead to
ture attacks.

Only pay » ransom If there is no other way to
recover your data. A much easier solution is to
mvest i an Endpoint Detectson and Response
solution that can stop ransomware before it can be
executed,

FORM A RESPONSE TEAM

I you have backup servers avadable and
undamaged from the attack, switch to them
immediotely. The biggest reason this step faids is
that organizations fad 10 test their data restoration

STEP S: @rrrsnssnsnsnnnnnnnnnsdp STEPGE:

ISOLATE THE BREACH

I your m;nmnm s it with & cyter broach, it is

vvou the number of

o aftected wnum 'ou will noed to isolate where the
breach occurred and stop if from infecting other
systerms, Once the breach has been suspended,

J your respanse team can test other portions of the
nn.vm-h 1o see if they have been compromised a3

INVESTIGATE & MANAGE

To address any damage caused by the cyber
anack, you will need a capable and experienced
response team. Your team should be comprised of
IT staff members, either contracted or la-house.

It MR should be Included If your employees have
been impacted Iw IM atu:\ Public Relatons

b be to best explain
lhc attack to your cunomers. Always inciude legal
counset since breaches can have a number of legal
implications.

i z . ™ who will investigate the attack and work to resolve
- L=

U Investigation, you may find that the dama; 3.
ts numerous portions of your organization.
response team members will need to be address
any impact on your employees. i your customers
or the public were affected, PR staff will noed to
contred the damage done to your reputation. The
attack may even cause legal ramifications, and as
such your business’s lawyers may need to be

we
Involved
@ STEPS: Wersnsnnnnnnnnnnnsl) STEP7: drecvsssnsnsnsnsnsnsnnns
-
« CONTACT CLIENTS DOCUMENT
-
- The PR members on your response team need to As your response toam o investgatng the attack,
- reach out to all clients who have been impacted by ensure that they are documenting both their
- , the as soon as posshie, For security p— pm«ss and their findings. From this evidence, you
- purposes, your clients may need to nge their = # be able to ascertain the wvuinerabikity mat
- or i their private alowed the attack to be successful, and thus fortify
' nformation was comprormised It going forward.
STEP9:

FUTURE

W your team is unable to effectively secure your
organization's IT, you may need 10 partnet with an
outude twcv sm:umy company. Outsourcing your

cyber secul needs 1o an Managed Security
Scrv-:n Pfovld-v (MSSP) can be cheaper and they
are often mare effective than most IT teams

INCETPUS {239 673-8130 Help with remedia-
soc@incoptussecure.com  Hon otfarts
IT CONTACT Help with remedia-
LEGAL COUNSEL Help with breach
notification and ra-
PR CONTACT Help with client noty-
HR CONTACT Help with employee
LOCAL LAW EN- My be required
FORCEMENT Ionmuranu chaims
FBI FIELD OFFICE http://www.fbl.gov/ Report any Cyber-
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VAN DE VE QUYEN RIENG TU TRONG THOT DAI NGAY NAY

¢ Van dé vé quyén riéng tw trén Internet: Theo déi, tham nhap va mua ban
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1. GIAN DPIEP VA TRUY CAP TRAI PHEP

«  Khi ban hoat déng trwc tuyén, ban bj mét sé rng dung theo ddi cho nhiéu muc dich khac nhau.

«  Ung dung theo ddi ghi lai lich st tim kiém va theo déi tt ca cac hoat dong trwc tuyén cla ban théng qua nhiéu phuong
tién khac nhau. Nho d6, (rng dung thu thap birc tranh rd rang v& ban, bao gém sé thich cla ban, diéu nay vi pham chinh
sach quyén riéng tw trc tuyén va khién thdng tin vé ban tré thanh mét tai sadn chung.

+  Hoat doéng theo ddi nay hau nhw chi cho muc dich quéng céo, tirc gitp hién thi quang cao phu hop v&i s thich va xu
hwéng tim kiém théng tin cta ban.

«  Déi khi thdng tin nay dwoc tdi pham mang st dung dé thwe hién cac hoat ddong phi phép, gay rii ro cho qua trinh hoat

dong trwc tuyén cua ban.
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2. XU LY THONG TIN KHONG DUNG QUY DINH

«  Nhiéu trang web trén internet yéu cau ban phai cung cip théng tin ca nhan dé st dung cac dich vu cla ho.

« Cactrang web nay thwdng Iwu trlr cookie va thong tin ca nhan clia ban, sau d6 str dung né cho cac muc dich khac nhau.

Nhirng tthdng tin nay hdu nhw khdng dwoc ma héa va bat ky ai ciing c6 thé truy cap dwoc.
«  Viécx ly théng tin ca nhan khéng ddng quy dinh nhw vay cé thé dan dén nhiéu hau qua nghiém trong.

«  Xu hwéng giao dich qua hé thébng ngan hang dién t&r va cdng thong tin cta t& chirc da lam gia tdng nhirng rui ro lién quan
dén quyén riéng tw trwc tuyén. Bang cach chia sé thdng tin ngan hang va céac théng tin quan trong trén internet, ban dang

tiép tay cho nhirng ké t6i pham mang va bién ban than tr& thanh muc tiéu tAn cong.
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3. THEO DOI VI TRI

+ Trong cac bai dang 1&én mang xa hdi, hau hét ngwdi dung internet thuwérng gén vi tri hién tai cla ho ciing nhw gan thé ban
bé va thanh vién gia dinh.

+ Ching ta déu mong muén dwoc chia sé nhirng sw kién trong cudc sbng v&i ban bé va gia dinh, nhwng viéc truy cap div
liéu nay khdng chi gi¢i han déi voi doi twong muc tiéu clia ban.

+ D liéu nay ciing dwoc lwu trlr mai mai trén trang mang xa hdi ma ban dang s&r dung ma ban thwdng khdng biét (mac du
ban cé thé da déng y v&i diéu khodn va yéu cau st dung dich wu).

« Cung v&i (rng dung mang x& hdi, Google Maps va cac (rng dung khac ciing yéu cau ban xac dinh vi tri va bang cach bat vi

tri cGia minh, ban dang cung cap théng tin trwc tiép cho ca thé gi®ivé vi tri chinh xac clta ban va dia diém di chuyén tiép

theo, va day cé thé 1a rii ro v&i an toan cuda ban.
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4. GIAI PHAP BAO VE TRUGC CAC MOI BPE DOA VE QUYEN
RIENG TU  TRUC TUYEN

St dung VPN

Tién hanh duyét web an toan
Ludn cap nhat hé théng cla ban
S dung phan mém chéng virus

Diéu chinh cai dat cta ban trén trang
mang xa hdi ca nhan

Han ché dang bai trén cac trang mang
xa hoi &@ murc toi thieu

St dung dich vu dam may cho cong
viéc hang ngay
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BAO MAT DAM MAY VA PHAN MEM DPOC HAI

. Téngquan vé bao mat dam may
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VAI TRO CUA BAO MAT PAM MAY?

«  Khi cang nhiéu doanh nghiép chuyén sang
dich vu dam may, kién thirc vé yéu ciu bao
mat dé bao vé di¥ liéu an toan c6 vai tro rat
quan trong.

. Mac du cac nha cung cap dién toan dam may
bén thir ba c6 thé dam nhan vai trd quan ly
ha tAng dam may, ho khéng nhat thiét phai co

trach nhiém bao mat tai san div liéu va trach

nhiém giai trinh.
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MOT SO THACH THU'C BAO MAT CUA DIEN TOAN PAM MAY?

* Thiéu kha nang hién thi , ‘
Thwdng khéng thé theo déi muc dich va doi twong dir liéu cta ban, vi nhiéu dich vu dam may dwoc truy cap
bén ngoai mang cong ty va thbng qua bén thtr ba.

. Pa mang
Méi trwdng dam may cc“)pg cong bao gbém nhiéu co s& ha tang may khach trén mot may chd, vi vay cac dich
vu lwu trlr cla ban co thé bi tan céng, gay ra nhirng thiét hai ngoai dw kién khi hwé'ng t&i muc tiéu tan cong vao
cac doanh nghiép khac.

. Quan ly truy cap va céng cu, phan mém khéng dwoc quy dinh (shadow IT)
Du cé thé quan ly va han ché cac diém truy cap trén hé théng clia minh, doanh nghiép c6 thé gap nhiéu kho
kh&n khi quan Iy truy cap trong moi trwerng dam may. Day cé thé rii ro v&i cac té chire khdng trién khai chinh
sach v&i thiét bi ca nhan va cho phép dbi twong truy cap, du chwa sang loc ky cang, tiép can cac dich vu dam
may tir bat ky thiét bi hoac vi tri dialy nao.

. Tuén tha
Doanh nghiép doi khi gap khé khan khi quan ly tuan tha phap luat trén cac nén tdng dam may cong cong hodc
dam may két ho'p. Doanh nghiép van c6 trach nhiém dam bao quyén riéng tw va bao mat div liéu; do do, viéc
phu thudc qua nhiéu vao cac gidi phap cua bén thir ba dé quén Iy tuan th cé thé khién chi phi tuan tha kha
I&n.
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MOT SO THACH THU'C BAO MAT CUA DIEN TOAN PAM MAY?

«  Lbi cau hinh sai
L&i cAu hinh sai chiém 86% trworng hop ro ri div o o

liéu vao ndm 2019, khién mébi de dao ndi bd vod

tinh tr& thanh van dé chinh khi hoat ddng trong

moi trudng dién toan dam may. LGi cAu hinh sai c6 0 Error!
thé bao gom dé nguyén mat khau quan tri mac

dinh hodc khéng thwc hién cai dat quyén riéng tw
phu hop.
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CAC NHOM GIAI PHAP BAO MAT bAM MAY?

+  Quan ly danh tinh va quyén truy cap (IAM)

Chéng that thoat di¥ liéu (DLP)

* Quan ly sy kiénva thong tin bao mat (SIEM)

«  Tinh lién tuc trong kinh doanh va khéi phuc di¥ liéu sau thé
Ha tang khéa céng khai (PKI):

«  Trién khai xac thwc hai yéu t6
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BAN NEN TIEP CAN TRIEN KHAI BAO MAT DPAM MAY NHU
THE NAO?

NIST da xay dwng cac budc can thiét d& moi t chirc cé thé tw danh gia mirc dd bao mat va ap dung céc bién phap bao
mat phong ngtra va khdi phuc thich hop cho hé thdng cudia ho.

Nhirng nguyén tac nay dwocxay dwng dwa trén nam tru cot cta NIST cho khung an ninh mang: Xac dinh, Bao vé, Phat

CYBER RESILIENCE

hién, Phan hoéi va Khéi phuc

I il %% o

e 0 ol = LO/

—DEEERG 0_OSElEG 0 _OSROERG 0 0 OSRNG0 QEROERO
Identify Protect Detect Respond Recover
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PHAN MEM DOC HAI CO THE XAM NHAP VAO NEN TANG DAM MAY NHU THE
NAO?
«  Nén tdng dam may an toan hon may chi tai ché vi nhiéu ly do khac nhau, ttr d6 bén di liéu cao hon dén quan ly
ban va nhat quan hon — nhwng du 1a nhw vay, doanh nghiép van gap nhiéu méi de doa v&i bado mat dam may.
Phan mém déc hai dwa trén nén tdng dam may la mét trong sé do.

«  Phan mém doc hai, dwoc phat tan théng qua cac ing dung lwu trlr ddm may nhw Microsoft OneDrive, Google

Drive va Box, chiém 69% lwot tai xubng phan mém doc hai trén nén tdng dam may
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BON PHUONG PHAP TGT NHAT DE NGAN CHAN PHAN MEM
DOC HAI DUV'A TREN NEN TANG DAM MAY

. 1. Khac phuc 16 héng trong bao mat dam may

* Khac phyc 16 hong trong bao mat dam may dwoc coi la mét trong nhirng 16p phong vé dau tién chong
lai phan mém déc hai dwa trén nén tdng dam may. Ba giai phap hiéu qua nhat bao gom:

Trién khai chinh sach hiéu qué vé quan ly danh tinh va quyén truy cap (IAM):
Céu hinh phu hop cac API céng khai:
Thiét 1ap dung hé thdéng lwu trir dam may:
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BON PHUONG PHAP TOT NHAT BE NGAN CHAN PHAN MEM

POC HAI DUA TREN NEN TANG DAM MAY

«  2.Baové diém cudi dé phat hién va kiém soat phan mém déc hai trwéc khi phan mém nay xam nhap vao nén
tang dam may

«  Mét trong sb hang tram diém cudi déu c6 thé bj nhiém phan mém doc hai vao batky thdi diém nao. Va néu ban khéng
thé phat hién va kiém soat phdn mém doc hai ngay khi diém cudi bj 1ay nhiém, phan mém nay cé thé déng bod hda véi

OneDrive — va khi d6 cé thé 1ay nhiém sang nhiéu tép hon.

«  Batinh nang phat hién va phan héi méi nguy hai tai diém cudi cé thé giup 1
loai bé phan mém doc hai:

«  Giam sat hoat dong dang ngo':

- Colap tan cong

Phan hoi sy cb
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BON PHUONG PHAP TGT NHAT D NGAN CHAN PHAN MEM
POC HAI DUA TREN NEN TANG DAM MAY

«  3.Swr dung trinh quét lwu trir dam may & I&p thir 2 dé phat hién phan mém doc hai dwa trén nén tang dam may
+  Ngay ca khi ban da khac phuc tat ca cac 16 hdng trong bdo mat @m may clia minh va s dung mét san phdm EDR hang d4u, phan

mém doc hai van c6 thé xam nhap vao nén tadng dam may — va dé la ly do can thuc hién quét lwu trir dam may thudng xuyén.
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BON PHUONG PHAP TOT NHAT BDE NGAN CHAN PHAN MEM
DOC HAI DUA TREN NEN TANG DAM MAY

«  4.C6 chién lwoc sao Iwu dir liéu

«  Trwdng hop xau nhat: Ban da dinh ciu hinh dam may ctia minh ddng cach, bdo mat tt ca diém cubi va thuwéng xuyén
quét hé thdng dam may — nhwng phan mém doc hai dwa trén nén tdng dam may van tim cach ot qua hé théng bao vé
va ma hoa tat ca cac tép cla ban.

«  Ban nén c6 mét chién lwgc sao lwu dir liéu cho ding kich ban bjtan cdng ma déc nhw vay.

«  Khinoi dén cac cudc tAn cong ma ddc trén dam may — khién doanh nghiép mét dir liéu quan trong hodc nhay cadm —

chién lwoc sao lwu di liéu la giai phap tét nhat dé khoi phuc cac tép bi mét.
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Types of Malware |

BUGS

A type of error, flaw or failure
that produces ar rable
oru ( sult. Bugs
typically exist in a website's
source code and can cause a
wide range of damage.

code that is loaded
bsite or computer
without your knowledge. It can
easily multiply and be transmitted
as an attachment or file,

TROJAN HORSES

Much like the myth, a Trojan
disguises itself as a normal
file and tri ars into
downloading it, c equently
installing malware.

ADWARE

A type of malware that automatically
displays unwantec ements.
Clicking on one of these ads could
redirect you to @ malicious site.

to raplicat
other comput
hidde
consunm
overioad a

perform specifi

send spam or be d in a D0eS
attack to bring down an

entire website

RANSOMWA
Ransomwars denl

to your filas and dem
payment through Bitcoin
in order for access to be
granted again,

SPYWARE

A type of malware that functions
a user ctivity
of spying includes
monitoring & user's activity,
keystrokes and more.
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Australian

Aid -
THONG TIN MOI BE DQA AN NINH MANG

Thoéng tin méi de doa an ninh mang 1a di¥ liéu dwoc thu thap, xt ly va phan tich dé& hiéu déng co, muc tiéu va hanh vi tAn céng clia

tac nhan de doa

Protection from Cyber Threat

Respond Report

Prepare Detect Analyze

Playbook hub Remediation time
Task orchestration Loss & recovery
Recovery guide

Cyber threat
intelligence
Forensic analysis

Reporting Tools Incident intake
Communications SIEM alerts
FIPS Encryption

Prioritization
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THONG TIN MOI BE DQA AN NINH MANG

- Dé bao vé hiéu qua khdi cac cudc tan cong mang, trwde tién phai hiéu rd ky thuat va phwong thirc tAn céng. Théng tin
mbi de doa an ninh mang phuc vu cho muc tiéu quan trong nay: ddm bao tinh phu hop clia cac I&p phong vé. Toi pham
mang nhdm vao cac hoat déng kinh doanh va hé théng CNTT, do d6, can hiéu ré cac mbi de doa dé dé thwc hién giai
phap phu hg'p cho tirng khach hang.

«  Théng tin mbi de doa an ninh mang gitp thu thap, phan tich va sau d6 sép xép tat ca dir liéu lién quan dén moét cudc tan
céng mang, k& tAn céng va cac quy trinh dwoc st dung. Thdng tin mbi de doa an ninh mang ddi hdi nd lwc clia nhiéu

bén lién quan vi nd cho phép mbi b&n mé rdng kién thirc vé cac cudc tan cdng va tw bdo vé ban than ho hiéu qua hon.
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QUAN LY SU KIEN VA THONG TIN BAO MAT

«  SIEM hoat dong nhw thé nao?

. SIEM thu thap thdng tin ttr nhat ky va div liéu sw kién do mot t chire tao ra trén cac (rng dung, hé théng bdo mat va
phan cirng ctia t6 chirc d6. Bang cach két hop sw kién vé&i cac quy tdc va cdng cu phan tich, hé théng SIEM cé thé phat
hién va phan tich cac mdi de doa bdo mat theo thoi gian thwe. Tat ca thong tin déu dwoc 1ap chi muc dé ho tro cac nhdm

bao mat tim kiém, phan tich, quan ly nhat ky va bao céo.

SECURITY

INFORMATION AND

EVENT

MANAGEMENT
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Vi DU VE CAC MOI DE DOA MA GIAI PHAP SIEM CO THE PHAT HIEN

*  Truy cap trai phép

«  Nguwoidung co thé dang nhap hé thdng khéng thanh cong mét vai l1an. Néu sé 1an dang nhap khdng thanh cong [én dén
100 lan, ai d6 cé thé dang thwe hién tAn céng theo phwong thirc thtr sai. Phan mém SIEM c6 thé theo ddi hanh vi cia
nguw®i dung va xac dinh cac hanh vi truy cap bat thuwong.

«  Moi de doa noi bd

«  Bang cach lién tuc theo ddi hanh vi clia nhan vién, hé thbng SIEM cé thé phat hién cac mbi de doa ndi bd, ca vo tinh va
dodc hai. Tl nhan vién cii chwa bj thu hdi quyén truy cap, cho dén nhirng ké néi gian dang cb gang danh cap hoac rd ri
théng tin nhay cdm, hay nhirng thay déi vé tinh vé bao mat, phan mém SIEM c6 thé phat hién va bao cdo hanh vi b4t

thwérng cho chuyén gia phan tich bdo mat dé thwe hién phan tich.
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Vi DY VE CAC MGI BE DOA MA GIAI PHAP SIEM CO THE PHAT HIEN
* Liadao
«  Cac cudc tn cong lra dao duoc thwe hién ban cach mao danh mét td chirc uy tin, v&i muc dich dé nan nhan

tw nguyén tiét 16 théng tin ca nhan hodc théng tin nhay cam.

« Tan céong DoS va DDoS

Tan cong tir chdi dich vu (DoS) lam gian doan cac dich vu bang cach gay nghén mang dé khong thé truy cap

tai nguyén hé thdng va gay ra sw cb.

Chén ma déc

Chén ma doc la hanh vi dwa ma ddc vao cac trang théng tin dau vao phia may khach, chdng han nhw biéu

mau trwc tuyén, dé co quyén truy cap vao co sé dir liéu hodc hé thdng cutia trng dung.
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Vi DU VE CAC MOI DE DOA MA GIAI PHAP SIEM CO THE PHAT HIEN

Ma ddc va phan mém déc hai khac

«  Ma doc, vi rit, sdu may tinh, trojan va cac phan mém doc hai khac la phdn mém duoc thiét ké dé xam nhap vao hé
thébng may tinh va thuc thi cac chwong trinh doc hai.

«  Tan coéng MITM

«  Tan cong xen gitra (MITM) xay ra khi mdt bén thir ba nghe trom thong tin lién lac gitra hai may chi dé danh cap hodc

CYBER SECURITY ATTACKS

s;gg:)ow; 2 |ane | B

thao tung théng tin.

1
I 1
a ] Password l Brute Force ' Spyware and l Cross-Site
. Mlddle Attack ' Attacks ' Attack ! Keylogger ! Scripting
®. o= 0.
& o= Qa
Phishing Attack Dos / DDos Vishing Attack Viruses Malware Attack SAL Injection

Attack
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CAC NHA CUNG CAP GIAI PHAP AN NINH MANG SIEM PHO
BIEN

M6t s6 cong cu SIEM phé bién trén thj trwéng bao gom:

Elastic SIEM

SolarWinds SIEM

Datadog

Splunk Enterprise SIEM

McAfee ESM

Micro Focus ArcSight

LogRhythm

Giai phap an ninh mang SIEM cua AT&T (Trwdc day la .

AlienVault USM)
RSA NetWitness INTRUSION PREVENTION SYSTEM

Netsurion EventTracker
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Save this post to remember

the types of firewall

An early type of device, serves as the

F,)roxy gateway from one network to another
firewall for a specific application

Stateful Now thought of as a “traditional”, allows
inspection or blocks traffic based on state, port,
firewall and protocol

Unified threat
management
(UTM) firewall

Typically combines the functions of a
stateful inspection firewall with intrusion
prevention and antivirus

Next-generation
firewall (NGFW)

The evolution beyond simple packet
filtering and stateful inspection.

This blocks advanced malware and
application-layer attacks

Threat-focused
NGFW

Includes all the capabilities of a traditional
NGFW and also provides advanced
threat detection and remediation

=
=
Nt
=

Is typically deployed as a virtual appliance

Virtual in a private or public cloud to monitor
firewall and secure traffic across physical and
virtual networks
. With automated scaling features, enables
C.|0Ud Native networking operations and security
Firewall

operations teams to run at agile speeds

ot]rat]1e Networking
CIsco Academy
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IDS Vs IPS |

Most organizations have either an IDS or an IPS, and many have both

) <& { g 8 as part of their security information and event management framework.
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NAME Intrusion detection system Intrusion prevention system

A system that monitors network traffic Aasl):tér;;:hsztsr:onlﬁasr:;ewmtl;rﬁg a:"fnas"d
el forsuspiciousactivityand alertsusers but also takes preventative at':tion agains’t
when such activity is discovered. suspicious activity.

A host-based intrusion detection system is Located between a company's firewall
LOCATION installed on the client computer. A network-based and the rest of its network.
intrusion detection system resides on the network.

‘Warns of suspicious activity taking place, ‘Warns of suspicious activity taking
but it doesn’t prevent it. place and prevents it.

DS falss poslties are tisuallyi|Usta minor IPS false positives can be more serious.
< - iU When an IPS mistakes legitimate traffic fora
inconvenience. Although the IDS incorrectly =
s % 5 threat, it stops the legitimate traffic from entering
labels legitimate traffic as malicious, it does 5 5
not prevent the traffic from entering the network. the natwork, Whicticould impact any part.of
- the organization, not just the IT team.

Multiple IPS sensors
deliver a highly scalable
load-balanced solution
via Cisco Etherchannel
technology on Cisco

Catalyst Switches
Public services segment

Attacker

Sensor deployed =1 | Sensor deployed
in IDS mode k in IPS mode

Internet

Sensor deployed Sensor deployed
in IPS mode in IPS mode

Sensor depbyed in hybrid
mode to deliver DS services
Service provider outside router and [PS
partner, or branch services inside the firewall

J AUS4SKILLS » RMIT '
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i m—————— Brute Force Attack
W A brute force attack is a type of password crack that uses a
SAUTEFORGE computer program to generate and try every possible combination
of characters until it finds the correct password. This attack is very
time-consuming and often requires large amounts of computing
power, but it can be successful if the attacker has enough time and
resources.

Dictionary Attack

A dictionary attack is a type of password crack that uses a list of
words (usually taken from a dictionary) to generate and try
possible password combinations. This attack can be successful if i - 'é
the password is a common word or phrase, but it is much less [ ; '
likely to succeed if the password is a random string of characters.

DICTIONARY ATTACK!

Rainbow Table Attack

A rainbow table attack is a type of password crack that uses a pre-
computed table of all possible hashes of all possible passwords (or
a subset thereof). This attack can be very effective if the attacker
has a copy of the rainbow table, but it is much less likely to
succeed if the password is a random string of characters.

Social Engineering Attack

A social engineering attack is a type of password crack that relies
on tricking the user into revealing their password. This attack can
be successful if the attacker is skilled at deception, but it is
muuch less likely to succeed if the user is aware of the risks.

credential stuffing Attack

A credential stuffing attack is a type of password crack that uses a

list of stolen usernames and passwords (usually obtained from an

~ gl external data breach) to try and gain access to other accounts.

7 ! ) This attack can be successful if the user re-uses passwords across

‘*’ AUS4SK"—L5 ' RMIT multiple accounts, but it is much less likely to succeed if the user
UNIVERSITY has a unique password for each account.
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20 Ways to Block Mobile Attacks

Don't let your guard down just because you're on a mobile device. Be just as careful as you would on a desktop!

@ Wik

* Don't allow your device to auto-join unfamiliar
networks.

* Always turn off WiFi when you aren't using it or
don't need it.

* Never send sensitive information over WiFi
unless you're absolutely sure it's a secure
network,

@Apps 1 O

* Only use apps available in your device's official @
store - NEVER download from a browser.
* Be wary of apps from unknown developers or
those with limited/bad reviews, rh
+ Keep them updated to ensure they have the i)
latest security. ore Cortificates
+ If they're no longer supported by your store,
just delete!
+ Don't grant administrator, or excessive privileges
to apps unless you truly trust them,

©Browser

+ Watch out for ads, giveaways and contests that
seem too good to be true. Often these lead to
phishing sites that appear to be legit.

+ Pay close attention to URLs, These are harder to
verify on moblle screens but it's worth the effort.

* Never save your login information when you're
using a web browser,

© 2018 KnowBad, Inc. All rights reserved, Other product and company names

herein may be andfor

O Bluetooth

* Disable automatic Bluetooth pairing.
+ Always turn it off when you don't need it.

@ Smishing (phishing via SMS)

+ Don't trust messages that attempt to get you to
reveal any personal information

« Beware of similar tactics in platforms like What's
App, Facebook Messenger Instagram, etc.

+ Treat messages the same way you would treat
email, always think before you click!

O Vishing (voice phishing)

+ Do not respond to telephone or email requests
for personal financial information. If you are
concerned, call the financial institution directly,
using the phone number that appears on the
back of your credit card or on your monthly
statement.

* Never click on a link in an unsalicited commercial
email,

+ Speak only with live people when providing
account information, and only when you initiate
the call.

* Install software that can tell you whether you are
on a secure or fake website.

KnowBe4

of their respective companies. Human error. Conquered
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«  Slide sau day trinh bay thiét ké phong thi nghiém cudi ciing cho dw an Phat trién an ninh mang ctia RMIT:
+  Thiét ké& nay bao gom thiét lap Twong Itra (pfsense)

+ Cobéngcu SIEM ELK trén Debian 12

« M6t bo diéu khién mién véi mot may khach da tham gia vao mién.

+  M6bét may cha proxy dwoc cai dat trong moi tred'ng (cc proxy)

« Vamot may tinh tAn cong dé thwe hién mot vai cudc tan cong don gian.

« Muc dich cla thiét ké nay la dé& sinh vién hiéu cach thiét 1ap mét méi tredng kém cac céng cu phu hop.

+pAusaskitts W RMIT

UNIVERSITY
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+  Sinh vién xay dwng phong thi nghiém trong subt khéa hoc, sau dé xay dwng lai phdng thi nghiém trong 5 tuan va giai

thich qua trinh thyc hién.
«  Dbivoi nhém chuyén gia an ninh mang va hé théng bao mat
+  Sinh vién sé thiét lap twong Ira voi IPS (SNORT) va danh gia mirc do hoat dong.

+  Sau do6, sinh vién nang cap may chii Windows thanh bo diéu khién mién va két ndi may tinh v&i mién, sau d6 cai dat may

chtl proxy (cc proxy) vao mién.

+  Sau dé, sinh vién thiét lap cdng cu SIEM trong Debian va gii t&p nhat ky tir may chi dén ELK stack bang cong cu co tén

winlogbeat.
+  Sau khi hoan thanh xong, tién hanh mét sé cudc tan cdng dé danh gia vi tri 16 héng trong hé théng mang.

«  Sau d6 tién hanh thao luan trong nhém.

+pAusaskiLts W RMIT

UNIVERSITY
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=) pfsense2 * Twong lra

= (@) Powered OFf

P Debi A

f -: ) Pl:ur:'ered Off . ELK stack trén may tinh

Linux da cai dat SIEM

Ealf | win10 11
p;IT | @ Powered Off

. May khach Windows
=Y svr11
qﬂ_ﬁ @ Powered Off

May cht (bd diéu khién mién)
?--. kali-linux-2022.3-virtualbox-amd64 —
%) () Powered Off - .

. May tinh tan cong
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